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Systems Engineering Research Center (SERC)
A unique DoD UARC developing a Systems Research Network

This material is based upon work supported, in whole or in part, by the U.S. Department of Defense through the Systems Engineering Research 
Center (SERC) under Contract H98230-08-D-0171. The SERC is a federally funded University Affiliated Research Center (UARC) managed by 

Stevens Institute of Technology consisting of a collaborative network of over 20 universities.  More information is available at www.SERCuarc.org

Digital Engineering Research

September 2020

http://www.sercuarc.org/
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The Systems Research and Impact Network

The Networked National Resource to 
further systems research and its impact on 
issues of national and global significance

• Catalyze SE researchers and end users
• Accelerate SE competency development
• Transform SE practice
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Where is DE on the Gartner Hype Cycle?

How do we 
get here?We are 

here

Digital Transformation
- Tech Infrastructure

- Authoritative Source of Truth
- Models & Model Management

- Capability maturity
- Performance metrics
- Digital Competencies
- Culture of Innovation
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Digital Engineering Roadmap – the Enabler
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SERC Digital Engineering Research

DE Enterprise Transformation
DE Benefits 
Framework

DE Metrics

Model-Centric Engineering

“Model-
Everything” Pilot

Ontologies & 
Semantic 

Technologies

Enabling DE 
Environment

DE Workforce & Competencies

DE Competency 
Model

DE Education

Enterprise 
Model

DE as the 
Enabler

Augmented 
Engineering

Trusted 
Systems 

Metamodel

Continuous 
Development & 

Deployment
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Aspirational High-level Research Vision,
facilitated by Digital Engineering
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• Mission/System Model & IoIF
• Consistent syntax & semantics
• Ability to provide inputs, execute 

simulations, and process outputs
• Contextualized data storage
• Data visualization

Systems engineer
• Reasoning

• Optimizing

• Analyzing tradeoffs

Strategic/mission-level 

decision-maker
• Setting requirements & objectives

• Exploring tradeoffs

• Adjusting requirements & 

objectives based on capability 

information
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Enabling Concepts – Not an Exhaustive List

• Descriptive models

― They have a formal syntax and semantics reflected with a graphical language

― They represent Structure, Behavior, Interfaces, Requirements and related Interactions

― They can characterize different levels of abstraction – Mission, System, Subsystem where different types of 
methods usually apply

― They can generate “documents/specifications” based on stakeholder-relevant views

• Modeling Methods and Methodology

• Ontologies and Semantic Technologies enabler for interoperable AST

• Provides a means to link data across all domain (like the Internet)

• Provides semantics to support Knowledge Representation, which is an enabler for AI

• Interoperability and Integration Framework (IOIF)

• Enabling Digital Engineering Environment

• Multi-Disciplinary Design Analysis and Optimization

― Enabling Technologies for Tradespace Analysis

• Modeling Pattern (s) characterizes “integrated” interplay of three related aspects

― Target system (Sub-System 1)

― “Designing” system – processes, methods, models, tools and computing infrastructure (Sub-System 2)

o Model of the Target system is actually part of System 2

― “Evolving” system – encapsulates both Target and “Designing” system (System 3)

― There are continuous dynamics that influence all three systems
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How do we know if an organization
has adopted Digital Engineering?

• It has a documented business strategy for use of models/digital artifacts and 
top-down executive level support for Digital Engineering transformation

• It has established a “tech stack” for a Collaborative Integrated Modeling 
Environment (IME) and the associated Authoritative Source of Truth (AST)

― Well defined model management processes. This includes methods, methodologies, tools 
and licenses, a model curation activity, and model exchange practices

― Established model quality assurance (validation, issue tracking, and improvement)

― Established means for linking descriptive system models with discipline specific models

― Established procedures in place for conducting model and modeling reviews directly in the 
IME and AST across disciplines and across customers/suppliers

― Established means for generating stakeholder role-specific views directly from the AST

• Established policies and procedures for using models/digital artifacts for 
contracting and contract deliverables (including procedures for dealing with 
data rights and IP rights)

• Established workforce development based on modeling methods using case 
studies in business relevant domains of interest
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Reference Architecture for an IME 
in support of Digital Engineering

Cost Models and Simulation

Engagement

Mission

Campaign

Systems 
Engineering 
and Design

Advanced 
Data 

Exploitation &
Analysis 

(AI, Data 
Analytics, 
Machine 
Learning, 
MDAO…)
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Formalizing the Reference Architecture

Operational Models
Other Business Models

Personnel, support, training, etc.

User Capability Model
(aka Mission Model)

System Model

Sub-System 1 Model Sub-System 2 Model Sub-System n Model

Component 1 Model Component 2 Model
Component n 

Model
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Final System Model

System Model is 
Authoritative Requirements 

Source  (e.g. Gov’t 
Specification)
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NAVAIR Public Release 2017-892.  Distribution Statement A – “Approved for public release; distribution is unlimited”
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Example Reference Architecture “Full Stack”

Used 
Tools:

Protegé

OpenMBEE

Magicdraw/

Cameo

IoIF

Jupyter

Notebook
ModelCenter

Matlab/Simulink
ANSYS

Unity 3D

Distribution Statement A: Approved for public release.  Distribution is unlimited.

Reference 
Architecture

Graphical 
Conops

Mission 
Model

System 
Models

Analysis 
Models

Digital 
Ontologies Used 

Tools:

Digital 
Signoff

View 
Editor
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Digital Signoff Are Placed in View Hierarchy With 
Model Artifacts that Should be Exposed
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Leverage Capabilities of OpenMBEE as Part of 
Integrated Modeling Environment

Model Development Kit/DocGen

View and Viewpoint Hierarchy

Model Management System

View Editor

Visualization in

View Editor

(allows edits to 

be pushed back

into model)

NAVAIR Public Release 2017-370.  Distribution Statement A – “Approved for public release; distribution is unlimited”
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SERC Digital Engineering Research

DE Enterprise Transformation
DE Benefits 
Framework

DE Metrics

Model-Centric Engineering

“Model-
Everything” Pilot

Ontologies & 
Semantic 

Technologies

Enabling DE 
Environment

DE Workforce & Competencies

DE Competency 
Model

DE Education

Enterprise 
Model

DE as the 
Enabler

Augmented 
Engineering

Trusted 
Systems 

Metamodel

Continuous 
Development & 

Deployment
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Summary DE Success Measures Framework

Quality:

• Reduce Errors/Defects

• Improve System Quality

• Improve Traceability

• Reduce Cost

Knowledge Transfer:

• Better access to 

information

• Better communication/ 

info sharing

• Collaboration

An enduring, 

authoritative 

source of truth is 

used over the 

lifecycle

Use technological 

innovation to  

improve 

engineering 

practices

Models are used to  

inform enterprise  

and program 

decision making

Transform culture 

and workforce 

engineering across 

the lifecycle

Infrastructure 

and environments 

support improved 

communication and 

collaboration

Adoption:

• Methods/Processes

• Roles/Skills

• Training/Tools

• Leadership support

• Change Mgmt Process

• Resources

Velocity/Agility:

• More Reuse

• Improve Consistency

• Increase Efficiency

• Support Integration

• Reduce Time

User Experience:

• Manage Complexity

• Improved System 

Understanding

• Automation
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INCOSE Model-Based Capabilities Matrix

• Released January 2020 by INCOSE

• Framework for assessing organizational 
maturity

Model-Based 
Capability Stages Stage 0 Stage 1 Stage 2 Stage 3 Stage 4

Tools & IT Infrastructure

Collaboration
E-mail, 
telecom.

System Model 
File Exchange.

Various organizations 
working on different parts 
of model.  Full model 
integrated by a single 
organizations.  

Partial On-line, real-time 
collaboration amongst 
distributed teams

On-line, real-time collaboration 
amongst distributed teams

Disparate 
Database/Tool 
interoperability None

Tool-to-Tool, ad 
hoc 
interoperability

Partial Federated Database 
Management System 
(FDBMS)

Main tools interoperable.  
Supporting tools interact 
through file transfer.

Fully Federated w/ standard 
"plug-and-play" interfaces.  
Data is interchanged among 
tools

Inter-Database/Tool 
Data Item Associations 

Databases/to
ols are 
independent

Inter-
Database/Tool 
Data Item 
associations 
defined

Inter-Database/Tool Data 
Item associations defined, 
captured, managed

Inter-Database/Tool Data 
Item associations among all 
data items defined, 
captured, managed, and 
traceable

Inter-Database/Tool Data Item 
associations among all data 
items defined, captured, 
managed, and traceable where 
changes in one data source 
alerts owners of other data 
sources of intended updates

User IF, 
Viewpoint/Views N/A Doc Gen UI draws from Model app

UI draws from multiple 
models/DBs

UI supports Interrogation; 
multiple configs 
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Download Results

https://sercuarc.org/results-of-the-serc-

incose-ndia-mbse-maturity-survey-are-in/

https://sercuarc.org/results-of-the-serc-incose-ndia-mbse-maturity-survey-are-in/
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Top Cited DE Benefits Areas from Literature and 
Survey Results

Key metrics:
• Increased traceability
• Reduced defects/errors
• Reduced time
• Improved consistency of processes & models
• Increased capacity for reuse
• Higher level of support for automation
• Better communication & information sharing
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Survey Results linking Critical Skills to transformation

DE is no cure for 
poor systems 

engineering
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The most critical skills for MBSE are:
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The most critical skills for MBSE are:
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The most critical skills for MBSE are:

DE requires new 
digital data and 
tool competencies
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Digital Engineering Competency Framework (DECF)

There are 5 competency groups and 22 competencies identified for the DECF 
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Comparing Obstacles vs. Enablers vs. Changes

Key metrics:
• Availability & maturity of DE/MBSE methods & processes
• Training
• Willingness to use DE/MBSE tools
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Obstacles, Enablers, Changes:
linking leadership and metrics to transformation

Leadership

Create 

Buy-in

Messaging

Reduce risk

Communicate 

better

Do the same 

things faster

Create better informed 

requirements

Make better informed 

decisions

Ability to assert 

completeness

More work 

flexibility

Strategic vector/ 

Commander’s 

intent

Must 

provide Identifying 

Enterprise 

Value 

Needed to

Transform 

Workforce 

and Culture

DE Initiatives

Innovation 

spaces & 

projects

Communities of 

Practice/ Interest

Guidebook Chapter 

on MBSE

Shared knowledge/ 

Authoritative Source 

of Truth

Must 

produce

Must

With

Must support 

investment in

Must 

persist to

Metrics

Reduce risk

Better Comm/Info 

sharing

Reduce time

Increased traceability

Improved consistency

Reduce errors/ defects

Metrics

Higher Level support 

for automation

Training

DE/MBSE Methods & 

Processes, Tools

Increased capacity for 

reuse

Metric: People willing 

to use  DE/MBSE tools

Who will

Identifying 

Individual 

Value 

Needed for

Actors

Domain

Structure

Processes/

Resources

Legend
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SERC Digital Engineering Research

DE Enterprise Transformation
DE Benefits 
Framework

DE Metrics

Model-Centric Engineering
Ontologies & 

Semantic 
Technologies

Enabling DE 
Environment

DE Workforce & Competencies

DE Competency 
Model

DE Education

Enterprise 
Model

DE as the 
Enabler

Augmented 
Engineering

Trusted 
Systems 

Metamodel

Continuous 
Development & 

Deployment

“Model-
Everything” Pilot
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Standard DE Methodology for Designing 
Safety/Security into a Mission/Systems Model

System
Model

Threat
Model

Assurance
Model (STPA)

System Aware
Model

(Resilience modes and 
Sentinel patterns)

DE as the  Enabler

Trusted Systems 
Metamodel
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Mission Aware Cyber Resilience

• System design for Resilient Modes: distinct and separate methods of operation of a component, 
device, or system based upon common resilience design patterns such as diverse redundancy.

• System monitoring via a Sentinel design: another design pattern responsible for monitoring and 
reconfiguration of a system using available Resilient Modes. 

SERC has demonstrated the effectiveness of these patterns in live red team testing of UAVs, 
Automobiles, 3D printers, and Military armament
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Mission Aware Standard MBSE Meta-Model
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Questions and Discussion

http://www.google.com/url?sa=i&rct=j&q=&esrc=s&source=images&cd=&cad=rja&uact=8&docid=5twlWpRHfuAoIM&tbnid=YleNPT_QBJzVJM:&ved=0CAYQjRw&url=http://www.staceyeburke.com/blog/legal-marketing-lawyers-five-most-common-questions&ei=zcYpU_3WIKuV0gG72YCIAw&bvm=bv.62922401,d.dmQ&psig=AFQjCNGGUKiyUMc7dX1_Xwph50hH1mSC2w&ust=1395333188927907

