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ENGINEERING Where is DE on the Gartner Hype Cycle?
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-ii-Eneneennc  Digital Engineering Roadmap — the Enabler
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SYSTEMS ENGINEERING
Research Center

Aspirational High-level Research Vision,
facilitated by Digital Engineering
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* Mission/System Model & lolF €¢—

* Consistent syntax & semantics

* Ability to provide inputs, execute
simulations, and process outputs

* Contextualized data storage

* Data visualization

——>

Systems engineer
* Reasoning
» Optimizing
* Analyzing tradeoffs

Navy - SERC Technical Talks - June 10, 2020

Strategic/mission-level

decision-maker

* Setting requirements & objectives

» Exploring tradeoffs

* Adjusting requirements &
objectives based on capability
information



Enabling Concepts — Not an Exhaustive List

Research Center

e Descriptive models
— They have a formal syntax and semantics reflected with a graphical language
— They represent Structure, Behavior, Interfaces, Requirements and related Interactions

— They can characterize different levels of abstraction — Mission, System, Subsystem where different types of
methods usually apply

— They can generate “documents/specifications” based on stakeholder-relevant views
e Modeling Methods and Methodology
e Ontologies and Semantic Technologies enabler for interoperable AST
* Provides a means to link data across all domain (like the Internet)
* Provides semantics to support Knowledge Representation, which is an enabler for Al
* Interoperability and Integration Framework (IOIF)
e Enabling Digital Engineering Environment
e Multi-Disciplinary Design Analysis and Optimization
— Enabling Technologies for Tradespace Analysis
e Modeling Pattern (s) characterizes “integrated” interplay of three related aspects
— Target system (Sub-System 1)
— “Designing” system — processes, methods, models, tools and computing infrastructure (Sub-System 2)
o Model of the Target system is actually part of System 2
— “Evolving” system — encapsulates both Target and “Designing” system (System 3)

— There are continuous dynamics that influence all three systems

Navy - SERC Technical Talks - June 10, 2020 7



SYSTEMS How do we know if an organization

ENGINEERING « o . .
has adopted Digital Engineering?

* It has a documented business strategy for use of models/digital artifacts and
top-down executive level support for Digital Engineering transformation

* |t has established a “tech stack” for a Collaborative Integrated Modeling
Environment (IME) and the associated Authoritative Source of Truth (AST)

— Well defined model management processes. This includes methods, methodologies, tools
and licenses, a model curation activity, and model exchange practices

— Established model quality assurance (validation, issue tracking, and improvement)
— Established means for linking descriptive system models with discipline specific models

— Established procedures in place for conducting model and modeling reviews directly in the
IME and AST across disciplines and across customers/suppliers

— Established means for generating stakeholder role-specific views directly from the AST

e Established policies and procedures for using models/digital artifacts for
contracting and contract deliverables (including procedures for dealing with
data rights and IP rights)

e Established workforce development based on modeling methods using case
studies in business relevant domains of interest

For SERC Use Only 8



SYSTEMS Reference Architecture for an IME
ENGINEERING

in support of Digital Engineering
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Formalizing the Reference Architecture
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- encneerne EXample Reference Architecture “Full Stack”
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SYSTEMS Leverage Capabilities of OpenMBEE as Part of
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Integrated Modeling Environment
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DE Enterprise Transformation

Enterprise DE Benefits .

DE Workforce & Competencies

DE Competency DE Education
Model
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Enenetrne  Summary DE Success Measures Framework
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An enduring, Use technological Infrastructure

N . ) ) Transform culture
authoritative innovation to and environments

and workforce
engineering across
the lifecycle

Models are used to
inform enterprise

source of truth is improve support improved
used over the engineering communication and
lifecycle practices collaboration

and program
decision making

Knowledge Transfer:

Quality: « Better access to

 Reduce Errors/Defects

. iInformation
eSO e » Better communication/
 Improve Traceability . .

iInfo sharing

 Reduce Cost

* Collaboration

Velocity/Agility: User Experience: | Adoption:
* More Reuse  Manage Complexity || « Methods/Processes
 Improve Consistency || * Improved System » Roles/Skills
* Increase Efficiency Understanding * Training/Tools
» Support Integration « Automation  Leadership support
 Reduce Time \/ - Change Mgmt Process
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INCOSE Model-Based Capabilities Matrix

INCOSE | e Released January 2020 by INCOSE

INCOSE Model-Based
Capabilities Matrix

* Framework for assessing organizational

and User’s Guide

Version 1.0, January 2020

maturity

Model-Based
Capability Stages | Stage O Stage 1 Stage 2 Stage 3 Stage 4
Tools & IT Infrastructure
\Various organizations
working on different parts
of model. Full model Partial On-line, real-time
E-mail, System Model |integrated by a single collaboration amongst On-line, real-time collaboration
Collaboration telecom. File Exchange. |organizations. distributed teams amongst distributed teams
Fully Federated w/ standard
Disparate Tool-to-Tool, ad [Partial Federated Database [Main tools interoperable. |'plug-and-play" interfaces.
Database/Tool hoc Management System Supporting tools interact  |Data is interchanged among
interoperability None interoperability |(FDBMS) through file transfer. tools
Inter-Database/Tool Data Item
associations among all data
Inter- Inter-Database/Tool Data |items defined, captured,
Database/Tool Item associations among all |managed, and traceable where
Databases/to |Data Item Inter-Database/Tool Data [data items defined, changes in one data source
Inter-Database/Tool ols are associations Item associations defined, |captured, managed, and alerts owners of other data
Data Item Associations [independent [defined captured, managed traceable sources of intended updates
User IF, Ul draws from multiple Ul supports Interrogation;
Viewpoint/Views N/A Doc Gen Ul draws from Model app |models/DBs multiple configs
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LTS OF THE SERC| INCOSE | NDIA MBSE WAVOREE hitps://sercuarc.org/results-of-the-serc-
SURVEY AREIN - 3 : : : :
incose-ndia-mbse-maturity-survey-are-in/

June 10, 2020

Brermey

June 8, 2020 - Summary Report Task Order WRT-1001: Digital Engineering Metrics
— Supporting Technical Report SERC-2020-5R-003
T = View the DE Metrics Summary Report (June 8, 2020)

March 19, 2020 — Benchmarking the Benefits and Current Maturity of Model-Based Systems
Engineering across the Enterprise Results of the MBSE Maturity Survey / Part 1: Executive

Summary
View the SERC-2020-5R-001 report on the results of the MBSE Maturity Survey

June 8, 2020 - Task Order WRT-1001: Digital Engineering Metrics Technical Report SERC-
2020-TR-002
View the Digital Engineering Metrics Full Technical Report
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W Survey
W Lit review

Survey Results

Improved consistency of processes & models

Increased capacity for reuse
Better communication & information sharing

Reduced defects/errors
Higher level of support for automation

Increased traceability
Reduced time

Key metrics:

Top Cited DE Benefits Areas from Literature and
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12.00%
6.00%
4.00%
2.00%
0.00%

10.00%
8.00%

Allj1ge aAndIpald paaociduw|
S3Se3 IS Jo uaping a2anpay
A1|Iqixs|4 pasealau]
Aligedes psaoaduw|
Aouaiedsuely pasealou|
1USLWSA|OAU| J2P|OY33el1s aJOo|N
uols|Iald pasealdu|
10811 pasealdu|
10} Yoddns [9A9] Jay3iH
24n310211yd.e panocidw|
AlIn1onpoud pasealsu|
110442 22npay
SisA|eue ysu aaoJdw|
"13W syuawalinbal Ja1ag
8ul1s91 pauayidualls
21SEM 3INpay
|2pow jo syulodmala s|diynin
ABA Alie3
sadueyd ayew 03 Ase]
Ajwiojiun pasealou|
3)SI4 22npay
Aypgeded sisAjeue Janag
SSQUBAIIIRYS pasealou|
Alljenb a|gelanlap panocidw
supew uolsiaap 1ansg
3doM3J 9anpay
uoneJlauagd sjusawalinbal Ja11ag
ainided /13w elep Janag
AlnSiqwe aonpay
aunded /118w a8pa|mour Ja1lag
ugisap walsAs panoidu)
Alixa|dwod adeuerw 131339
uoneloqe| 02 panoidw|
10} Yoddns [9A3] Jay3iH
Alljlenb walsAs paacidw|
All|1geadel] pasealdu|
SJ10J4J3 32npay
Aduaiye pasealou|
1502 22npay
ojul Jo AJlj1gIssadoe 1anag
gdulpuelsiapun Wa)sAs paaosduw)
0jul /uoiedIuUNWWod J1a1ag
asnal Joj Ajjpeded pasealdu)
w1} 3dnpay
Aduailsisuod paaosduw|

18

For SERC Use Only



ENeneemasurvey Results linking Critical Skills to transformation
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Question 34
The most critical skills for MBSE are:
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..:.° AL Digital Engineering Competency Framework (DECF)

There are 5 competency groups and 22 competencies identified for the DECF

1. Digital Enterprise Environment

Digital Enterprise Environment Developrment Digital Environment Development
Management

Digital Enterprise Environment Management Communications

Planning

Digital Enterprise Environment Operations and Digital Environment Operations

Support

Digital Environment Support

I = T IV I I O S

Digital Enterprise Environment Security Digital Environment Security

Digital Enterprise
Environment
5. Configuration Management

22 Configuration Management 2. Data Engineering

8 | Data Gowvernance
Data Engineering | 9 | pata Analytics

Configuration

Management
4, Systems Software
20 | Software Construction ) ) )
21 | Software Engineering Systemns Software igital Englnee!ﬂ ng and
Analysis
3. Digital Engineering and Analysis
Medeling, Simulation, and Analysis 10 Modeling, Simulation, and Analysis
Coaching and Mentoring 11 Coaching and Mentoring

12 Model-Based Systems Engineering Process

13 | Digital Architecting

Systems Engineering
14 Digital Reguirements Modeling

15 Digital Verification
16 Digital Model-Based Reviews

17 Project Management

Systems Engineering Management
18 Organizational Development

19 Digital Engineering Policy and Guidance

For SER Foundational Digital Competencies 20




rs vs. Changes

cnal

Obstacles vs.

Availability & maturity of DE/MBSE methods & processes
Legend

Training
Willingness to use DE/MBSE tools

Key metrics:

Comparing Obstacles vs. Enablers vs. Changes
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70
60
50
40
30
20
10

0

dl pue eyep jo AjJunaas

suollengdal jeulaixy

S21133W $5329N§

uolHugoaalfspiemay

Jlomuwea |

ASajelys ssauisng yum yuawudy
S3l1s14912e1RY D |euoljeziuesip

ad11oeld Jo Ajlunwiwo)

Alunwwiod 35 ul asn

3sdin 10} ASa1ells pue uolIsip

aaInd duiuiea) 3sgN

sadl1oeld/sa110)1s $S220NS FulIRdIUNW W 0D
|00} ISEIA 3sn 0} 150D

sassa004d ualna/Aredan

saiylond Sunadwo)

wawagdeduaful-Ang 1apjoyajels/1awoisn)
sajol 35 ul 9jdoad

a8 pamouy pue ssaualeme 35 |BI2UID
adueyo 10} pasan

ainpniseljul anyloddng

359I Jo Buipuelsiapun diysiapean
suoldwey)

354N Aidde o} swelFoud fsyoelold
sallelql/Adojojuo/Aojourwial 3sgIN
sjuawaanbal 1awoisna Yyyum uawudy
5|00} S9N @sn 03 uljjim ajdoad
anjea/syjauaq ISFIN JO SSaUIRMY
uoilejuawadwi 3sgy Hoddns o3 uoijeldau|
uoljejuawajdw) 3SGIAl 10 S221N0S3I |2I3UID)
ugdisap ssadold uawafeuew aduey)

sy nsal/suyauaq gulesisuowaq

Ssjoo3 3S9IN

guiues|

aIn}na |euoleziuedip
sassadold/spoylaw 3sgiN
S||12{s /28 pa|moud| 321010 AN
wawywwos/uoddns diysiapea

21

For SERC Use Only



SYSTEMS Obstacles, Enablers, Changes:

<" ENGINEERING

linking leadership and metrics to transformation

Metrics

Increased capacity for
reuse

DE Initiatives

Shared knowledge/
Authoritative Source

Improved consistency
Ability to assert Reduce errors/ defects
completeness
things faster
Communicate Better Comm/Info
better sharing
More work
flexibil

AR ‘ Identifying
Guidebook Chapter DE/MBSE Methods & Individual
With on MBSE Processes, Tools Value
— Needed for
Communities of
Practice/ Interest
Innovation .
Create spaces & Higher Level support Metric: People willing
Buy-in projects for automation to use DE/MBSE tools
Must support .
Must investment in Who will
Must Strategic vector/ Must Transform
Leadership produce Commander’s persist to Workforce
intent and Culture
Messaging Metrics
Must denityi
provide Create better informed Increased traceabilit Identifying
y Enterprise
- Value
Make bett_e_r informed . Needed to
decisions

Processes/
Resources

Legend
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DE as the
Enabler

Trusted

Systems
Metamodel
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SYSTEMS Standard DE Methodology for Designing

SRRt cehner Safety/Security into a Mission/Systems Model

System Aware
System Assurance Model

Model Model (STPA) (Resilience modes and
Sentinel patterns)

"'| DIISS]()R/A‘VARE Project: ART-004: Pipeline - Metrics Project

Contact: Tim Sherburne
/ Powered By GENESYS. Generated 14 February 2020.

Folders | Packagg’
) SN—.e .’
¥ CsRM DOC.2 CSRM
¥ 1-System
% Architecture

e i i hodology ( )
. Cyber-Security Requirement Methodology (CSRM
¥ 3-Resilience
% 4-Cyber
Design Resilient System
/ Patterns Description
A 4
. 2. Operational Risk 3. Prioritized 4. Cyber Vulnerabilities & 5. Revised System
Th re at 1 System Ouscription Assessment [~ Resilience Solutions = Recast Resilience Priorities Description

Model | 1

SE Team
Yes 5. Additional No 6. Adequate?
. o
Resilience?
No

DE as the Enabler

Select “Packages” -> “CSRM” to navigate model per CSRM Steps
NOTE: click package icon to expand section

Trusted Systems
Metamodel
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ENGINEERING  URRESTY Mission Aware Cyber Resilience
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e System design for Resilient Modes: distinct and separate methods of operation of a component,
device, or system based upon common resilience design patterns such as diverse redundancy.

e System monitoring via a Sentinel design: another design pattern responsible for monitoring and
reconfiguration of a system using available Resilient Modes.

SERC has demonstrated the effectiveness of these patterns in live red team testing of UAVs,
Automobiles, 3D printers, and Military armament

C
m

Internal Reconfiguration Controls
Controls l
Outputs System to be Sentinel Providing
- ——— Protected p— _I_t -_— I_ —_ System-Aware
I + Diverse Redundancy nterna Security
I Measurements =
I

Most Highly Secured
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LENRIEME  uyer Mission Aware Standard MBSE Meta-Model
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IHIA MISSION AWARE

CSRM Steps:

1. System Description
* Component, Link
* Function, Exit, Resource, Call Structure, Control
Action, Feedback, Context
2. Risk Analysis

* Loss, Hazard, Unsafe Action

3. Resilience Solutions
* Resilient Mode

4. Cyber Vulnerability Assessment
* Loss Scenario, Attack Vector

5. lterate Resilience Solutions (Metrics)

6. Iterate Vulnerability Assessment

https://github.com/coordinated-systems-lab/ma-mbse-metamodel
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Questions and Discussion
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